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Please update this page to reflect the applicable version of this agreement. .

1.0 Introduction 

This Information Community Agreement (ICA) is an agreement between all agencies working together under the remit of <Title of group> to ensure <insert details of what the information sharing will provide>. 
This agreement aims to facilitate the lawful and secure sharing of information between partner agencies and designated professionals working to <Insert aims of the information sharing> and is a tier-2 agreement under the Wolverhampton 3-tier Information Sharing Framework.  

1.1 Links to other Information Sharing Protocols:

	Agreement Title
	Date & Version
	Lead Agency
	Point of Contact

	Wolverhampton Overarching ISP
	Nov 2011 – V1.6
	Wolverhampton City Council
	Anna Zollino-Biscotti

Raz Bassi

	
	
	
	


2.0 Background 
Insert a background statement outlining the reasons why this ICA is required and for what shared purposes will information be shared under this agreement.

List what the agreement aims to do; the benefits of the agreement /for sharing in this way; the disadvantages of not sharing information etc.  

3.0 Specific Purposes of Information Sharing under this ICA

As part of <group name/title> procedures, agencies are asked to disclose, receive and retain personal, sensitive information.  This ICA describes the purposes for which information will be used under the remit of the <INSERT> in order to promote the appropriate communication and exchange of information between all agencies working together to <INSERT>. 

All agencies under this agreement will be bound by legislation, guidance and common law which will determine their ability to disclose, receive and process information.  
As a minimum, to ensure effective safeguarding arrangements, this agreement will:

· outline the principle for sharing information between agencies, professionals and other statutory bodies; 
· outline the principle and standards of expected conduct and practice of partner agencies and staff working for them; and 

· provide a framework for the legal, secure and confidential sharing of information between agencies and professionals. 
It is important to note that information sharing on a case to case basis between professionals should not depend on the existence of an agreement being in place between the relevant agencies. The absence of a protocol should not prohibit the sharing of information. 
4.0 Information Sharing Duties & Obligations
There is no single source of law that regulates the powers that an organisation has to use and to share personal information.  Sharing information between agencies is lawful if:

· Consent is given; or

· The public interest in sharing the information outweighs the obligation of confidentiality owed to the individual such as safeguarding a child or vulnerable adult’s welfare or (this would be on an individual case by case basis and not the sharing of large volumes of data); 
· Disclosure is required under a statutory obligation e.g. <insert statutory/duty relevant to this agreement> 
In order to share information legally between partners there must be a defined and justifiable purpose that references the appropriate underpinning legislation and the associated duties and/or powers.  
It is therefore the responsibility of all signatories to this agreement to ensure that any information exchanges are justified and in adherence with the following: 

· The law that governs the actions of public bodies (administrative law) - each agency needs to establish whether they have the power to carry out the function to which the data sharing relates. 

· Information sharing under this agreement must adhere to the statutory responsibilities conferred on statutory agencies by the <INSERT>
· The Human Rights Act 1998 - any agency sharing information needs to decide whether the sharing of the information would interfere with the rights under Article 8 of the Act, in a way which is disproportionate or unnecessary to the achievement of a legitimate aim.
· The Common Law Duty of Confidence - each agency needs to decide whether the information being shared would breach any common law obligations of confidence.  
· The Data Protection Act 1998 – each agency must ensure that information being shared is done so in line with the principles of the Act, and in particular the sharing of information meets the conditions for the processing of personal data (schedule 2) and the processing of sensitive personal date (schedule 3).
A more detailed checklist of relevant legal considerations relating to information sharing is provided at Appendix A. 

5.0 Information Types 

There are various types of information that agencies subject to this agreement may manage and share:

Organisational information: This being plans, policies, guidelines and minutes of meetings. This is information that is generally freely available under the requirements of the Freedom of Information Act, subject to specific exemptions. 

Statistical information: This is aggregated or anonymised information that is statistical in nature and usually shared between agencies.  This kind of information is structured to avoid the identification of individuals.

Person-identifiable information: This is information that enables an individual to be identified, such as a service user, patient, client or employee. This information can also be confidential and/or sensitive in nature and therefore needs to be handled with greater care and consideration. 

Anonymised information: This is data which has had identifiers removed so that an individual cannot be identified.

Pseudonymised information: This is data which has had identifiers removed and replaced with a pseudonym.

6.0 Information Exchange

6.1 General Principles:

All information exchanged under this agreement must be:
· Relevant to all necessary actions and procedures applicable to the <insert purposes of this agreements>; and
· Be shared for the specified  purpose; and

· Be shared in circumstances justifying the need to share information. 

This ICA draws heavily on the HM Government “Information Sharing: Guidance for practitioners and managers” published in 2006 by the Department for Education and Skills.  All agencies signing up to this agreement must have regard to this guidance and the “Seven Golden Rules for Information Sharing” as detailed in Appendix B.
6.2 Routine (Personal-non sensitive) information
Signatories of this agreement agree to share, where appropriate and with consideration of their information duties and responsibilities (as outlined in Section 4) information such as:

List the information that will be shared under this agreement. (Examples below)

· Name, including any additional names by which the individual  is known

· Date of Birth

· Gender

· Address and postcode of person with parental responsibility

· Name and contact details of GP Practice

· Names, contact details of Health Visitor

· Names, contact details of School

· Other – specific to the shared purposes (that is personal non-sensitive information)
6.3 Routine (Anonymised/statistical) information

Signatories of this agreement agree to share aggregated and statistical information to plan and monitor progress of a particular service under the remit of <Insert remit> provided the information does not identify individuals and cannot re-identify individuals when pieced together with other information.  Each agency should ensure that the appropriate risk-identification assessments have been carried out (such as motivated intrusion test) to eliminate the risk of re-identification, prior to providing such information.  

Aggregate and management information of this type can be shared without client consent. 
6.4 Routine Personal and Personal Sensitive Information sharing 

Where routine sharing of personal and personal sensitive information is required between agencies, it is recommended that a Purpose Specific Information Sharing Agreement is completed (Tier 3 PSISA) to ensure that the specific requirements for sharing information are documented and agreed.  A tier-3 PSISA template can be found in Appendix G of the Wolverhampton Overarching Information Sharing Protocol.   

6.5 Non-Routine Personal Sensitive /Confidential Information

This type of information cannot be shared without the prior explicit consent of the client/data subject, unless an overriding statutory obligation or public interest in disclosing the information outweighs the duty of confidence owed to an individual e.g. safeguarding a child welfare; 
The process described in Appendix B should be followed when sharing adhoc personal sensitive information.  

6.6 Format of information disclosure/exchange
6.6.1 Where personal sensitive information is being discussed/ disclosed in a multi-agency forum (case conference, professionals meeting etc.), the following guidelines should be followed:
· All those in attendance of the meeting/forum should sign a meeting attendance form. Any person in attendance, who does not represent an agency signatory to this agreement, should be asked to sign a confidentiality agreement.  Please see Appendix C.
· The grounds for disclosure should be recorded and these should be minuted and stored securely with the minutes of the meeting.

· The minutes of the meeting should be securely distributed and stored in accordance with the guidance issued in this document - Section 7.0 & 8.0 or <insert reference to applicable local policies and procedures>.    
6.6.2 Where non-routine information is being requested between agencies, such requests should be made in writing unless the matter is urgent, in which case the request or reply should be followed up in writing.

· Where appropriate, requests should be made using the Information Request Disclosure and Decision form provided in Appendix D. 

· Requests for information should be responded to by the agency holding the information within an agreed number of days.

· Any disclosures made should be recorded and as a minimum should include:

· The names, position of the requestor, the agency whom they work for and their contact details;  

· The purpose and legal grounds for sharing information and a summary of the information being requested.  

· The decision to disclose and reasons.

· The information being disclosed.
· Date of disclosure; details of officer disclosing information and details of authorising officer.
An electronic template of the above form has been provided in Appendix E, for use where appropriate.

7.0 Duty of Confidentiality

Partner organisations recognise the importance of the legal duty of confidentiality, and will not disclose information to which this duty applies without the consent of the person concerned, unless there are lawful grounds and an overriding justification for so doing. In requesting release and disclosure of information from partner organisations, all staff will respect this responsibility. The Common Law of Confidentiality is outlined in Appendix A, however, in general:
7.1 Obtaining consent remains a matter of good practice, and where circumstances allow, consent should be informed (explicit).  Practitioners, where possible and appropriate, should encourage clients to view the sharing of information – and their consent to share their information - as a positive and beneficial step that facilitates the provision of services that they require.  

7.2 There will be no breach of confidence where consent has been provided by the person who a duty of confidence is owed; consent can be explicit (verbal or in writing) or can be implicit, whereby consent is implied from the discussion or circumstance where the information was provided. Implied consent should not be relied upon when the information is of a very sensitive-personal nature; explicit consent (preferably written) should be obtained in these situations. 

7.3 There may be occasions when it is judged that a refusal of consent would put a child/young person or others at risk of significant harm, or an adult at risk of serious harm or would undermine the prevention, detection or prosecution of a serious crime.  In these circumstances, there is an expectation that the refusal of consent would be overridden and that information would be shared. 

7.4 Consent should not be sought when information sharing is required by law, through a statutory duty or court order, or in circumstances that would:

· place a child or young person at increased risk of significant harm; or

· place an adult at risk of serious harm; or

· prejudice the prevention or detection of serious crime; or

· lead to an unjustified delay in making enquiries about allegations of significant harm to a child or serious harm to an adult.

7.5 Where a person does not have the capacity to give consent to share their information, consent should be sought from someone who is in a position to appropriately act on their behalf, e.g. an appropriate adult or someone who holds a relevant power of attorney.

Please add in any specific consent model that is applicable to the information being shared under this agreement. 
8.0 Information Security
8.1.1 All agencies signatory to this agreement acknowledge the security requirements of the Data Protection Act 1998 and ensure that the necessary technical and organisational measures to safeguard and secure against unlawful processing, accidental loss or destruction or damage to personal and personal sensitive  information.  
8.1.2 Access to information subject to this agreement will be granted to those professionals who “need to know” to effectively discharge their duties. 
8.1.3 Information should be classified and managed in accordance with the Government Protective Marking Scheme (GPMS) where it is being sent to or received by a public sector organisation, such as the local authority, police and health.  
8.1.4 Each agency will ensure that there are appropriate arrangements in place to ensure the security of electronically transferred information:

· Personal and personal sensitive information (protected or restricted information) sent by email must be sent via a secure email system such as GCSX for public sector organisations (GCSX, PNN, GSX, CJSM, NHSnet and N3) and secure messenger (e.g. City of Wolverhampton Council -SecureMyMail) for other agencies.
9.0 Information storage, retention and disposal.

9.1.1 All agencies party to this agreement will ensure that they have in place policies and procedures  governing:

9.1.2 The secure storage of all personal information within their manual and electronic storage systems;  
· Electronic copies of information should only be held on encrypted devices or servers and should not be transferred to portable devices unless such devices are fully encrypted and their use is necessary for the provision of services under this agreement. 
9.1.3 The retention of information held in manual and electronic systems; 
· Information processed under this agreement will only be retained for a minimum period as necessary in relation to the purpose for which it has been provided and then securely destroyed when that period comes to an end.
· Agencies should set a retention period to such information in accordance with statutory guidelines relating to retention of <insert> information. 
9.1.4 The secure disposal of electronic and manually held information;
· Each agency will ensure that personal and personal sensitive information is securely removed from their systems and that printed documentation is securely destroyed at the end of its retention period.

· Electronic information should be securely destroyed by the physical destruction of the storage media or by the use of electronic shredding software that meets government standards or ISO 27001 to ensure permanent deletion.

· Hard copy information should be destroyed by cross-cut shredding and secure recycling of the paper waste. 

10.0 Breaches of this Agreement

All agencies who are party to this agreement will have in place appropriate measures to investigate and deal with the inappropriate or unauthorised access to, or use of, personal information whether intentional or inadvertent. 
In the event of personal information that has been shared under this agreement having or may have been compromised, whether accidental or intentional, the organisation making the discovery will without delay:​
· Inform the information provider (agency) of the details. 
· Inform their local IG Officer or Data Protection Officer.
· Take steps to investigate the cause. 
· If appropriate, take disciplinary action against the person(s) responsible. 
· Take appropriate steps to avoid a repetition.  
· Take appropriate steps where possible to mitigate any impact. 
On being notified that an individual’s personal information has/have been compromised, the original provider will assess the potential implications for the individual whose information has been compromised and if necessary:​

· Notify the individual concerned, 
· Advise the individual of their rights, 
· Provide the individual with appropriate support. 
11.0 Monitoring and Review of this ICA

This agreement will be reviewed after 6 months and every 12 months thereafter and changes recorded in the version control.

It is the responsibility of each agency signatory to the agreement to ensure that they have the latest version of this agreement
12.0 Indemnity

12.1 Disclosure of personal information without consent must be justifiable on statutory grounds, or meet the criterion for claiming an exemption under the Data Protection Act. Without such justification, both the agency and the member of staff expose themselves to the risk of prosecution and liability to a compensation order under the Data Protection Act or damages for a breach of the Human Rights Act. 
12.2 If the disclosure of information is in contravention of the requirements of the Data Protection Act 1998, the agency who originally breached the requirements of the Data Protection Act 1998, either in requesting or disclosing information, shall indemnify the other agency against liability, cost or expense reasonably incurred. 
13.0 Agreement

Agreement for <Enter Organisation Name>:

We accept that this Information Community Agreement will provide a framework between the signatory organisations for the secure sharing of information within the <INSERT> ‘Information Community’ in a manner compliant with their statutory and professional responsibilities.

Signatories undertake to:

· implement and adhere to this ICA in the context of the Wolverhampton  

Three-Tier Model for Information Sharing. 
· ensure that all protocols and procedures established within the organisation and between the organisation and others for the sharing of information are consistent with this ICA;

· establish systems, raise awareness, inform service users, issue specific guidance, and provide training to their staff to ensure compliance with this agreement;

· ensure no restrictions will be placed on sharing information other than those specified in this Agreement, the Overarching Policy, or other relevant service-specific Information Sharing Protocols.

This agreement is signed by Enter name of Director or the equivalent functional leads of each signatory organisation, and/or the Caldicott Guardian where applicable, on behalf of their organisation.

	<Name >   (of Director or equivalent functional lead)


	Signature:


	

	Name:


	

	Position:


	

	Date:


	


	Caldicott Guardian (where applicable)



	Signature:


	

	Name:


	

	Position:


	

	Date:


	


14.0 Master Signatory Sheet  (Administration Use Only)

The following sheet is to be completed and updated by the owner/lead agency of this agreement following completion of the Agreement form in Section 13 by each individual agency signing up to this agreement. 
	Organisation
	Name of Signatory

(& Signature)
	Designation/Role
	Date Signed

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Appendix A – Key Statutory Provisions
Administrative Law
Local Authorities and other public bodies derive their powers entirely from statute. These bodies must not act outside those limited statutory powers. It is a well-established principle that express statutory powers should be interpreted so as to authorise “the performance of acts reasonably incidental to those expressly granted”. This principle is reflected in section 111 of the Local Government Act 1972 that provides that local authorities are expressly empowered to do “anything which is calculated to facilitate, or is conducive or incidental to, the discharge of any of their functions”.

There is no general statutory power to disclose data, just as there is no general power to obtain, hold or process data. As a result, it will be necessary to consider the legislation that relates to the policy or service that the data sharing supports. From this, it will be possible to determine whether there are express powers to share data, or whether these can be implied from the terms of the legislation. Clearly, express powers to share data give the highest degree of certainty, but it should be borne in mind that such express powers to share data are relatively rare and tend to be confined to specific activities and be exercisable only by named bodies. Implied powers will be more commonly invoked. 

If there are no relevant statutory restrictions it may then be possible for local authorities to share data either internally or externally in reliance on section 111 of the Local Government Act 1972 or section 2 of the Local Government Act 2000. The power that is contained in section 2 of the Local Government Act 2000 is of particular relevance as it is designed to ensure that service delivery is co-ordinated in ways which minimise duplication and maximise effectiveness. More information about these powers is contained in Section 4.
Human Rights Act 1998 and the European Convention on Human Rights
The European Convention on Human Rights has been interpreted to confer positive obligations on public authorities to take reasonable action within their powers (which would include information sharing) to safeguard the Convention rights of children. These rights include the right to life (Article 2), the right not to be subjected to torture or inhuman or degrading treatment (Article 3) and the right to liberty and security (Article 5). 

Article 8 of the European Convention on Human Rights was incorporated into UK law by the Human Rights Act 1998 and recognises a right to respect for private and family life:

· Article 8.1: Everyone has the right to respect for his private and family life, his home and his correspondence.

· Article 8.2: There shall be no interference by a public authority with exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of crime or disorder, protection of health and morals, or for the protection of rights and freedoms of others.

Sharing confidential information may be a breach of an individual’s Article 8 right: the question is whether sharing information would be justified under Article 8.2 and proportionate. You need to consider the pressing social need and whether sharing the information is a proportionate response to this need and whether these considerations can override the individual’s right to privacy. If a child or young person is at risk of significant harm, or sharing is necessary to prevent crime or disorder, breach of the child or young person’s right would probably be justified under Article 8.

Common Law Duty of Confidence
The common law protects from disclosure information (whether personal or not) that “is given in circumstances giving rise to an obligation of confidence on the part of the person to whom the information has been given”. This means that where information is passed in circumstances where a confidential relationship has been established, the person receiving the information is under a duty not to pass on the information to a third party. But the duty is not absolute and information can be shared without breaching the common law duty if:
· the information is not confidential in nature; or

· the person to whom the duty is owed has given explicit consent; or

· there is an overriding public interest in disclosure; or

· sharing is required by a court order or other legal obligation

When considering disclosure, a judgment must be made as to where the public interest lies (the more sensitive and damaging the information, the stronger the public interest in disclosure will need to be).

Data Protection Act 1998 
The Data Protection Act 1998 deals with the processing of personal data and provides individuals with a number of important rights to ensure that their information is processed lawfully. In general terms the Act regulates the manner in which personal data can be collected, used and stored and so is of prime importance in the context of information sharing. Organisations who process personal data must comply with the 8 Data Protection principles laid down in the Act, these are:

· Personal data shall be processed fairly and lawfully
· Personal data shall be obtained for one or more specified and lawful purposes, and shall not be further processed for any other purposes

· Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which it is processed

· Personal data shall be accurate and, where necessary, kept up to date

· Personal data shall not be kept for longer than is necessary

· Personal data shall be processed in accordance with the rights of data subjects and therefore accessible to them

· Appropriate technical and organisational measures shall be taken to protect personal data from unauthorised or unlawful processing and from accidental loss, destruction or damage

· Personal data shall not be transferred to a country or territory outside the European Economic Area unless they can ensure an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data

Individual’s Rights & Responsibilities
In respect of the rights and responsibilities of children, young people and their families with regard to information sharing, the guidance issued by the Information Commissioner states that:

a)
A person of 12 years or more shall be presumed to be of sufficient age and maturity, and thus have a general understanding, to be able to exercise any right under the Act. 
b)
For a person under 12 years of age someone with parental responsibility, or a guardian, may exercise those rights on behalf of the child.

c)
If a person aged 12 years or more is determined not to be capable of exercising their rights then a legal guardian may exercise those rights on their behalf.

This section provides guidance on the statutory powers that are of particular relevance to the delivery of <insert> and the extent to which sharing of information is permitted by these statutory provisions.

List/Delete the legislation that is relevant to the purposes of sharing information under this agreement. Example:
Children Act 1989 

Children Act 2004 
Education Act 2002 

Education Act 1996 
Local Government Act 2000 

Part 1 of the Local Government Act 2000 gives local authorities powers to take any steps which they consider are likely to promote the wellbeing of their area or the inhabitants of it. Section 2 gives local authorities ‘a power to do anything which they consider is likely to achieve any one or more of the following objectives’: 

· the promotion or improvement of the economic wellbeing of their area; 

· the promotion or improvement of the social wellbeing of their area; 

· the promotion or improvement of the environmental wellbeing of their area. 

Section 2 (5) makes it clear that a local authority may do anything for the benefit of a person or an area outside their area, if the local authority considers that it is likely to achieve one of the objectives of Section 2(1). 

Section 3 is clear that local authorities are unable to do anything (including sharing information) for the purposes of the wellbeing of people - including children and young people - where they are restricted or prevented from doing so on the face of any relevant legislation, for example, the Human Rights Act and the Data Protection Act or by the common law duty of confidentiality. 

Crime and Disorder Act 1998 

Section 17 applies to a local authority (as defined by the Local Government Act 1972); a joint authority; a police authority; a national park authority; and the Broads Authority. As amended by the Greater London Authority Act 1999 it applies to the London Fire and Emergency Planning Authority from July 2000 and to all fire and rescue authorities with effect from April 2003, by virtue of an amendment in the Police Reform Act 2002. 

It recognises that these key authorities have responsibility for the provision of a wide and varied range of services to and within the community. In carrying out these functions, section 17 places a duty on them to do all they can to reasonably prevent crime and disorder in their area. 

The purpose of this section is simple: the level of crime and its impact is influenced by the decisions and activities taken in the day to day business of local bodies and organisations. Section 17 is aimed at giving the vital work of crime and disorder reduction a focus across a wide range of local services that influence and impact upon community safety and putting it at the heart of local decision making. Section 17 is a key consideration for these agencies in their work in crime and disorder reduction partnerships, drug action teams, YOTs, children’s trusts and local safeguarding children boards. 
Section 37 sets out that the principal aim of the youth justice system is to prevent offending by children and young people and requires everyone carrying out youth justice functions to have regard to that aim. 

Section 39(5) sets out the statutory membership of YOTs reflecting their responsibilities both as a criminal justice agency and a children’s service. The membership consists of the following: 

· at least on Probation Officer

· at least one Police Officer

· at least one person nominated by a Health Authority

· at least one person with experience in education

· at least one person with experience of social work in relation to children

YOTs have a statutory duty to co-ordinate the provision of youth justice services including advising courts, supervising community interventions and sentences, and working with secure establishments in respect of young people serving custodial sentences and also in the latter category of a children’s service. 

As YOTs are multi-agency teams, staff will also need to be aware of the need to safeguard and promote the welfare of children relating to their constituent agency. 

Section 115 provides any person with a power but not an obligation to disclose information to responsible public bodies (e.g. police, local and health authorities) and with co-operating bodies (e.g. domestic violence support groups, victim support groups) participating in the formulation and implementation of the local crime and disorder strategy. 

The police have an important and general common law power to share information to prevent, detect and reduce crime. However, some other public organisations that collect information may not have had the power previously to share it with the police and others. 

Section 115 clearly sets out the power of any organisation to share information with the police authorities, local authority (including parish and community councils), Probation Service and health authority (or anyone acting on their behalf) for the purposes of the Act. 

This ensures that information may be shared for a range of purposes covered by the Act, for example for the functions of the crime and disorder reduction partnerships and YOTs, the compilation of reports on parenting orders, anti-social behaviour orders, sex offender orders and drug testing orders. 

National Health Service Act 1977 

The Act provides for a comprehensive health service to England and Wales to improve the physical and mental health of the population and to prevent, diagnose and treat illness. 

Section 2 provides for sharing information with other NHS professionals and practitioners from other agencies carrying out health service functions that would otherwise be carried out by the NHS. 
Health Act 1999 

Section 27 of the Health Act replaces section 22 of the NHS Act 1977. Section 27 states that NHS bodies and local authorities shall co-operate with one another (this allows for practitioners to share information) in order to secure the health and welfare of people. 

Adoption and Children Act 2002 

For further information about the Adoption and Children Act 2002 and Regulations see www.dfes.gov.uk/adoption/lawandguidance.

Police and Justice Act 2006
The implications of this Act will begin to be better understood as it is implemented during 2007, but the elements that are likely to impact on services to children and young people include Sections 7 to 9 which standardise the powers of Community Support Officers (CSOs) and provide a new power in relation to dealing with truancy, Sections 23 to 25 which amend the provisions on parenting contracts and parenting orders in the Anti-Social Behaviour Act 2003 to provide that local authorities and registered social landlords can enter into parenting contracts and apply for parenting orders, and Sections 39 and 40 which amend the Protection of Children Act 1978 to enable the forfeiture of indecent photographs of children irrespective of the power they have been seized under.

Appendix B

Information sharing flowchart
It is acknowledged that sharing information requires exercising some judgement and, to assist with this, the Every Child Matters cross-government guidance has identified six key principles for practitioners to remember on information sharing in respect of children and young people. The principles are:   

· You should explain to children, young people and their families at the outset, openly and honestly, what and how information will, or could be shared and why, and seek their agreement. The exception to this is where to do so would put that child, young person or others at increased risk of significant harm, or an adult at risk of serious harm, or if it would undermine the prevention, detection or prosecution of a serious crime, including where seeking consent might lead to interference with any potential investigation.

·  You must always consider the safety and welfare of a child or young person when making decisions on whether to share information about them. Where there is concern that an individual may be suffering or is at risk of suffering significant harm, their safety and welfare must be the overriding consideration.

·   You should, where possible, respect the wishes of children, young people or their families who do not consent to share confidential information. You may still share information if, in your judgement on the facts of the case, there is sufficient need to override that lack of consent.

·   You should seek advice where you are in doubt, especially where your doubt relates to a concern about possible significant harm to a child or young person or serious harm to others.

·   You should ensure that the information you share is accurate and up-to-date, necessary for the purpose for which you are sharing it, shared only with those people who need to see it, and shared securely.

·   You should always record the reasons for your decision - whether it is to share information or not.

These six principles are applied through eight questions set out below.  The relationship between these questions is illustrated in the information sharing flowchart overleaf.

1. Is there a legitimate purpose for you or your agency to share the information?

2. Does the information enable a person to be identified?

3. Is the information confidential?

4. If the information is confidential, do you have consent to share it?

5. Is there a statutory duty or court order to share the information?

6. If consent is refused, or there are good reasons not to seek consent to share confidential information, is there a sufficient public interest to share it?

7. If the decision is to share, are you sharing the right information in the right way?

8. Have you properly recorded your decision?

(Note: the paragraph numbers shown in the flowchart below relate to the Every Child Matters cross-government guidance - Information Sharing: Practitioners Guide - published in 2006)

Appendix C
Confidentiality Statement for meetings

Name of meeting: 









Date/time:


Venue:

Confidentiality Statement: I agree that information shared at this meeting is only to be used in relation to <INSERT>  as outlined within the <INSERT NAME OF THIS DOCUMENT> Information Community Agreement (Tier 2 document). Information shared at this meeting will not be used outside of this group for any other purpose than that agreed within this meeting. All personal information shared should be treated as highly confidential and all data should be transported and stored in accordance with each agency’s information security policy and procedures. 

	Name
	Organisation
	Contact details
	Signature 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Appendix D – Information Request - Disclosure & Decision Form







To be completed by the Data Controller/Information Owner






Appendix E Information Disclosure Form – Electronic Version

[image: image1.emf]REQUEST FOR  INFORMATION -DISLCOSURE AND DECISION FORM..docx



Please note that the word document can be completed electronically.  The PDF version can be used where the request requires manual completion.  

IMPORTANT: Once either version of the forms are completed, the appropriate Protective Marking classification of [PROTECT] or [RESTRICTED] should be applied. 

INSERT LOGOS OF AGENCIES
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<insert> – Information Community Agreement





Request for Information Disclosure











Name of Subject:		Click here to enter text.	


Date of Birth:		Click here to enter text.


Address:			Click here to enter text.








Unique Reference Number (if known) i.e. P number, Pupil number 


Click here to enter text.








INFORMATION BEING REQUESTED:











Name of Requestor  	Click here to enter text.	


Organisation:		Click here to enter text.			


Address:			Click here to enter text.














Telephone number:	Click here to enter text.


Secure Email Address:	Click here to enter text.











REQUESTOR DETAILS:











Protective Marking:


[RESTRICTED]				☐


[PROTECT]					☐


[NOT PROTECTIVELY MARKED]	☐











Date of Request:	Click here to enter a date.	Ref:	Click here to enter text.











SUMMARY OF INFORMATION BEING REQUESTED:











Click here to enter text.


















































Purpose/legal grounds for sharing:


Click here to enter text.





Information required by: 	Click here to enter a date.	





Signed: 		  





Name and Role:			Click here to enter text.	








DECISION TO DISCLOSE:











Decision:			Choose an item.





Reasons for disclosure: Click here to enter text.

















INFORMATION DISCLOSED:











Document Disclosure:		


Click here to enter text.

































































Please attach any copies as required.





Date of Disclosure:	Click here to enter a date.	





Disclosed by: (name & Role)	 	 Click here to enter text.





Authorised by: (name and Role)		Click here to enter text.	











0
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<INSERT>– Information Community Agreement

Request for Information 

Disclosure & Decision Form











[bookmark: _GoBack]
Name of Subject:		Click here to enter text.	

Date of Birth:		Click here to enter text.

Address:			Click here to enter text.





Unique Reference Number (if known) i.e. P number, Pupil number 

Click here to enter text.



1. REQUESTOR DETAILS:





2. INFORMATION BEING REQUESTED:





Name of Requestor  	Click here to enter text.	

Organisation:		Click here to enter text.			

Address:			Click here to enter text.









Telephone number:	Click here to enter text.

Secure Email Address:	Click here to enter text.





Protective Marking:

[RESTRICTED]				☐

[PROTECT]					☐

[NOT PROTECTIVELY MARKED]	☐





Date of Request:	Click here to enter a date.	Ref:	Click here to enter text.







3. SUMMARY OF INFORMATION BEING REQUESTED:








Date information required by:		Click here to enter a date.	



Signed: 		



Name & Role: 				Click here to enter text.	



Click here to enter text.







































Purpose/legal grounds for sharing:

Click here to enter text.

























To be completed by the Data Controller/Information OwnerDocument Disclosure:		

Click here to enter text.











































Please attach any copies as required.

Date of Disclosure:			Click here to enter a date.	



Disclosed by: (name & Role)	 	 Click here to enter text.



Authorised by: (name and Role)	Click here to enter text.	



5. INFORMATION DISCLOSED:





Decision:			Choose an item.



Reasons for disclosure: Click here to enter text.









4. DECISION TO DISCLOSE:







[NOT PROTECTIVELY MARKED]
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