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CITY or
WOLVERHAMPTON
COUNCIL

Response to Request for Information

Reference FOI 000325
Date 29 July 2016

Cyber Bullying or Social Media Policy

Request:
| am writing with a Freedom of Information request.

| have two questions - based on the time period January 2013 - July 2016:

1. Does your organisation have a cyber abuse or cyber trolling/bullying or social
media policy - or a related policy such as Bullying and Harassment or Internet
Usage - where cyber abuse or cyber bullying is mentioned? if so can | request
a copy?

See attached.

2. Have any staff at your organisation (names or specific details are not needed) -
been disciplined or suspended, or their employment terminated due to anything
related to cyber abuse, social media conduct, cyber bullying, internet usage, or
bullying and harassment by electronic means?

We can confirm the following:

o Nov 2014 - one employee suspended due to social media conduct — final
written warning issued

o April 2015 — two employees disciplined due to social media conduct — no
suspension — first written warning issued.
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EQUALITY ANALYSIS

An equality analysis is being carried out on this policy and procedure. Contact
HR Strategy and Policy Team for a copy. Contact HR on 01902 552345 or by
email on HR.supportdesk@wolverhampton.gov.uk for HR advice.

ADVICE

Contact HR on 01902 552345 or email
HR.supportdesk@wolverhampton.gov.uk for HR advice.

COMMENTS AND AMENDMENTS

Contact HR on 01902 552345 or email
HR.supportdesk@wolverhampton.gov.uk to make any comments or
suggest any feedback on this policy.

DISTRIBUTION

This policy and procedure is placed on the HR intranet for managers and
employees to view. Copies will be provided to recognised Trade Unions and
managers electronically.
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1. Policy Statement

1.1. The Council's policy on personal use of Council computer equipment and
access to social media sets out the standards and expectations of acceptable
use for employees. Acceptable use, as set out in this document, includes
measures to manage the personal and organisational risks associated with
use of ICT resources and digital media services.

1.2. The policy includes:

e information on when you are and are not allowed to use Council computer
equipment for personal activities

¢ risks and other issues you should be aware of when using Council
computer equipment for personal activities

¢ rules and guidelines for using online services such as social media sites
and collaboration services.

1.3 Abuse of the permissions in this policy or breaches of its provisions will be
dealt with under the Council’s disciplinary policy and procedures.

1.4 It is important that all employees understand this policy. Allowing you to use
Council computer equipment for personal activities exposes the Council's ICT
systems and information to increased risks. Ultimately this is a risk to
members of the public as well, especially where personal information is
involved. You are expected to use this privilege thoughtfully; to follow advice
and guidance; and to accept responsibility for your own activities.

1.5 By using Council-supplied computer equipment or logging on to the Council's
computer network you are confirming that you are aware of this policy, you
understand it, you accept its provisions, and you agree to abide by it.

1.6 Wherever Council services such as email are mentioned in this policy, the
same rules or guidance also applies to any similar service (such as
GCSX/GCF secure email).

1.7 This policy applies anywhere employees use Council ICT services (so, not only
in the office, but also connecting from home or out “on the road”).

1.8 This policy is about matters that are changing rapidly. The policy may be
amended at any time to respond to emerging issues and opportunities.

1.9 The Council is obliged to comply with a range of regulations that affect the way
its ICT and information resources may be used. This policy does not override
those regulations. You should be aware of them and take them into account
when you use Council ICT equipment or services, whether for professional or
for personal use.
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This Policy and Procedure applies to all employees of the Council including
Chief Officers and employees based in schools. It also applies to Councillors.

Restrictions

When you are logged on to the Council's network there a few basic things that
you are routinely prevented from doing:

o Acceissing Council software and information that you are not authorised to
use.
e Accessing certain kinds of Internet sites and services, such as:

e Those believed to contain inappropriate material.?

e Those believed to pose a serious threat to the security of the
Council's network, data and systems.’

e Those believed to use technologies that can hamper the
performance of the Council's network and systems, and prevent
colleagues from carrying out their duties effectively.*

Like other organisations, the Council uses commercial “web site reputation”
services to decide which Internet sites should be blocked. The nature of the
Internet makes it impossible for such services to be perfect.® Therefore
contact the ICTS Service Desk if:

¢ You are unable to access something that you think you should be able to
access.

¢ You find that you are able to access an inappropriate site.

e You receive security warnings when trying to access a site. In this case,
do not take any further action, including clicking buttons, until you
have been advised by ICTS.®

ICTS monitors the security and performance of the network and other
computer resources, and may intervene without notice to protect them. This
may result in temporary or permanent loss of services you have used
previously.

" E.g. only staff with appropriate authorisation can use business software such as systems for Social Care,
Benefits, Finance, Environmental Services, and so on.

* E.g. pornography, hacking, illegal file-sharing, etc.

* E.g. from viruses, bots and other malware.

* E.g. certain kinds of “streaming media” such as videos.

? Reputation services monitor web sites and categorise them according to their content (e.g. “government”,
“sport”, “shopping™ etc). ICTS then blocks access to specific categories according to agreed corporate policy.
The Web is such a big and dynamic place that sites can be put into the wrong category by the reputation
service. Individual sites may be unblocked by request regardless of their category.

® Security warnings can be fakes. By clicking a button to “fix” the alleged problem you may actually install a
virus or malware on the PC.
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3.4 By default, you are not prevented from using Internet sites and services such

4.1

4.2

43

4.4

45

46

4.7

4.8

as shopping and popular social media services. Your use of these is subject to
the principles and guidelines set out later in this policy.

Permissions: Principles And Guidelines

At your manager's discretion, you may make reasonable use of Council
computer resources for personal activities on the Internet. This includes social
media’ and shopping.

The Council expects you to use this privilege responsibly. It exposes the
Council, members of the public, and you, to direct and indirect risk. You may
be liable for the consequences of misuse, whether deliberate or accidental. If
you are unsure about any activity, seek advice before you do it.

Personal use is not a right. Your manager may choose not to allow it. Your
Head of Service may ask ICTS to block web sites that are available by default
to colleagues elsewhere in the Council.

You should limit your personal use to non-working hours of your day. If you
are on flexi-time, you should be clocked out.

You may only use Council equipment for personal activities if the device is
attached to the corporate network by cable or wi-fi. Do not use smartphones
(including Blackberries and Palm PDAs) or laptop dongles to access the
Internet unless it is for Council business. These devices connect via
commercial mobile networks for which the Council has to pay according to the
amount of data transmitted.

If you use social media sites for official Council business, you should have
agreed an appropriate way of using them with your manager. You or your
manager should consult the Council's Marketing and Communications Team
for guidance on any public-facing use of social media; whether informal, or as
part of service delivery, or as part of a publicity campaign.

Unless you are authorised to do so, avoid engaging with members of the
public about Council-related matters via social media. If you publish
comments, do not convey the impression that you are speaking on behalf of
the Council unless that is part of your job. It is very easy for your personal and
professional identities to become mixed up online and it is important that you
are alert to the risks from this.®

You must not disclose information about the Council or members of the public
unless you have authority to do so. You should consider the impact of

” E.g. Facebook, Twitter, Googlet, LinkedIn, Flickr, Yammer etc.
® The Council’s Marketing and Communications Team provide more detailed guidelines on the use of social
media and the boundary between professional and personal use.
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releasing any kind of information (whether intentionally or accidentally) and
you may be liable for any consequences if you do.

4.9 If you use social media such as blogs and Twitter to comment on aspects of
your professional life® you should consider the way your words might be
understood and used by other people. This is especially important if you can
be identified as an employee of Wolverhampton City Council, which is often
easy to do even if you are using a fake identity online. This applies even if you
write in your own time away from the office. If in any doubt, seek advice before
publishing.

4.10 Access to webmail services such as Google Mail, Hotmail and Yahoo is not
allowed. These services will remain blocked. Viruses and malware are often
transmitted as attachments to email messages. In normal email, these are
detected by the Council's anti-virus systems before they reach your Inbox.
With webmail such attachments cannot be scanned by the anti-virus system'®
and they pose a very serious threat to the Council’'s systems.

4.11 You are allowed to use your Council email address for moderate personal
activities, such as social communications. If you choose to do this, bear in
mind that the Council cannot guarantee that the content of your emails
will remain private. Ensure that you have read and understand the ICT
Services Statement on Employee Privacy (Appendix 1).

4.12 Do not use your Council email address if you register for services or buy
personal goods online. You may use your Council email address to register for
professional services, such as appropriate news alerts and professional
forums'’ and membership of professional bodies.

4.13 Avoid using the same online accounts for both personal and professional
activities. There are some circumstances in which separate accounts can be
difficult’?; in this case consult the Council's Marketing and Communications
Team.

? Whether your own activities or those of others, or the work of the Council, or government and politics in

general,

" When accessing webmail your messages are displayed over an encrypted connection. The Council’s anti-
virus systems are unable to decrypt such messages to scan them.

"' E.g. The LGA Knowledge Hub or forums operated by professional bodies.

"> E.g. Some social media sites require that you register as an identifiable person, rather than sharing a business
identity.
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Risks

Allowing access to online services greatly increases the risks that the Council
has to deal with, and you should use them with appropriate caution. Directly or
indirectly, it is possible to cause harm to the Council, or to members of the
public, or to yourself.”® You may be liable for the consequences of misuse,
whether deliberate or accidental.

A common way to spread viruses and malware is to get you to click on a link
to a booby-trapped web page or web program. Often this is done via emails or
Twitter messages. Take care when following any link, including those in
personal webmail messages, because any damage will be caused to the
Council’'s systems, not to your personal account.

Rogue links are often disguised as something plausible from banks or online
services, or they may use “URL shortening” services.' The latter are now very
popular on Twitter and elsewhere and are often used legitimately.
Unfortunately there is currently no reliable way of telling legitimate from rogue
links, so unless you are confident that the link has been sent by a safe source
you should not click on it.

Many web sites and online services use special technologies to enhance your
experience when using them."® These technologies run programs on your PC
or smartphone and there is nothing to tell you reliably what they are doing:

e Never download “apps” or other programs and try to install them on a
Council device

e |f a web site says you must install an add-on to make the site work, do not
proceed

e |ICTS disables many such technologies by default. As a result, sites and
services that work for you on your home PC may not work properly on
Council devices

¢ ICTS will not offer support for web sites and online services that you are
using for personal activities.

Streaming media'® are particularly heavy users of resources such as the
Council's connection to the Internet, and the internal network that connects to
your PC. If possible avoid displaying web pages that use streaming media;
and if you do display one, close the browser as soon as possible after you
have seen what you need to see. Do not simply minimise the browser or open
another tab, because the video may continue to use resources in the
background.

" This can happen if confidential information is made available outside the Council, or if viruses or malware
are introduced to the Council’s network or systems, or if online services takes up excessive amounts of ICT
resource (such as bandwidth of the corporate connection to the Internet).

'* Such as Tinyurl.com, Bit.Ly and T.co.

'* Examples of such technologies include “apps”, extensions, add-ons, toolbars, buttons and scripts.

' “Streaming media” are video or audio that is played continuously in real time from a web site such as the
BBC or YouTube.
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It is tempting to visit sites with streaming media to follow events such as
sports. Each member of staff that gives in to this temptation adds to the load
on the Council's network and lowers its capacity for handling real work. ICTS
may intervene to block such sites without warning if there is cause for concern.
Bear in mind that you should only carry out personal activities on Council
equipment outside your working times.

Some web sites carry malware that displays a plausible but fake security alert
message, which tells you to click a button to scan your PC. Sometimes this
may look like a Microsoft message. Clicking any button is likely to install
malware on your PC. If you see such a message contact the ICTS Service
Desk by phone to ask for assistance.

Do not upload Council documents to file-sharing or collaboration services'”
unless:

* You understand the terms and conditions of using the service, including
how your information is used by the service provider and the legal liabilities
for disclosure of information;

e You are completely confident that the material you are uploading is
appropriate for release to the public domain, even if releasing it is not your
intention;

e You know which country the information would be stored in, and the
location is compliant with relevant UK and EU legislation;

e You know for sure that you can permanently delete the material from the
service'®.

It is tempting to use such services because they are easy to sign up to and
appear to be free of cost. They are not free: they depend on exploiting
information you give them.

Some public sector bodies are now using services such as Google Apps.
These are paid-for versions of the service, with security accreditation'®, and
contracts that define obligations and liabilities for all parties and specify that
the data must be stored in a country that complies with EU legislation.?® “Free”
accounts do not come with these assurances. Publicity can give the
impression that because an organisation is using a service, it must be safe for
you to use, which may not be true.

"E.g.

Google Docs, Dropbox, Yammer or any Internet “cloud™ platforms.

' Many “free” services retain your information even if you close your account. In some cases a facility for
deletion is included in paid-for accounts.

"” Often using special computer data centres built specifically to comply with government security regulations.
*% Storing information about a person outside the EU may contravene the Data Protection Act. Also, some
countries (including the USA) have local laws that give their government agencies the right to look at
information stored there even if it belongs to people in other countries. With “free” accounts you almost never
have any say about where information is stored.
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5.11 Yammer, LinkedIn and similar services are aimed at professionals and may

give the impression of greater security. You should treat these services with as
much caution as other “free” services. In particular you should be aware that
such services often try to copy your contacts list from Outlook or your phone,
in which case you might disclose information about other people.

5.12 File-sharing sites are often associated with activities such as distributing illegal

copies of copyright material. Do not use such sites even if your material is
legal to distribute, because the Council’'s reputation can be damaged by
association.

5.13 Be aware of copyright and licence issues. Just because people publish text

6.1

6.2

6.3

and images on the Internet this does not give you an automatic right to copy or
reuse them, whether for professional or private purposes.?’ Software or
services that are free for personal home use may not be free for professional
or corporate use. The Council may be liable if you breach copyright or licence
terms.

Personal Privacy And Safety When Using Council ICT Resources

Your personal privacy cannot be guaranteed when you use Council ICT
resources. This applies whether your activities are personal or professional.
The Council accepts no liability for any consequences if you choose to input
information for personal activities.? Any personal use of Council ICT
resources is at your own risk. You are advised to treat Council ICT
resources with the same caution that you would use on an unsecured
public PC, such as in an Internet Café.

Ensure that you have read and understand the ICT Services Statement On
Employee Privacy.

You should bear in mind that there are risks to members of the public as well
as to you and the Council.

If malware infects the Council's systems and leaks information to the outside
world, confidential data about individuals could be disclosed.

Malware and virus infections or excessive personal use can affect the
performance of the Council's systems. This in turn is likely to hamper the
delivery of many of the Council’s services to the public.

' Many web sites and social media services carry copyright or licence statements. For example, images on
Flickr may be tagged with a “Creative Commons” licence with various provisions. In some cases these may
give you the right to reuse the material, usually subject to limitations and typically requiring you to state whose
image it is and where it came from.

2 personal information you supply for Council operational purposes (e.g. HR information needed for your
employment) will be stored and used in accordance with the Data Protection Act.
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Roles and Responsibilities

Roles and Responsibilities of Employees

'

7.2

7.3

7.4

All employees have a responsibility to comply with all standards, codes and
protocols which govern conduct and behaviour including the ICT protocol for
the use of Council computer equipment and access to social media. Failure to
comply with this policy will be treated as a disciplinary issue.

Employees are expected to read and understand this policy and to speak to
their manager before using any computer equipment or services if there are
any issues they are not sure about.

Employees should use the permissions thoughtfully, follow the advice and
guidance given and accept responsibility for their own activities.

Appropriate authorisations as set out in this policy should be sought for the
use of council ICT resources and access to social media.

Roles and Responsibilities of Managers

7.5

7.6

8.1

&1

Managers have a responsibility to ensure that their staff are aware of this
Policy, understand it, accept its provisions and abide by it, and that sanctions
can be imposed for breaches of it.

Managers should advise employees on acceptable use if they have queries.

Monitoring and Review

This policy and procedure will reviewed and updated annually and be available
to managers and employees via the HR intranet.

Links to other Policies and Procedures

This Policy is closely linked with the following policies:

e Disciplinary Policy

e [nformation Government Policy
e Equality Policy
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10. Equality

10.1 An Equality Analysis will be carried out on this policy and procedure.

10.2 If any aspect of the Policy on Personal Use of Council Computer Equipment
and Access to Social Media causes you difficulty on account of any disability
that you may have, or if you need assistance because English is not your first
language, you should raise this issue with HR, who will make appropriate

arrangements.
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APPENDIX 1

ICT Services Statement on Employee Privacy

1.1

1.2

2.1

22

3.1

3.2

About this Document

This Statement sets out the position and policy of ICT Services (ICTS) regarding the
privacy of Wolverhampton City Council (WCC) employees and Councillors who use
computer, phone and other ICT resources that are provided by ICT Services.

It outlines what employees and Councillors may expect when they use corporate
ICT resources. The Council's Constitution and Human Resources (HR) policies set
out the general principles of employee privacy. In particular those policies address
issues relating to personal information, to compliance with the Data Protection Act,
and to monitoring of employees’ activities. This ICTS Statement complements those
principles and does not over-ride or replace them.

Acceptance

If you use WCC ICT resources, including phones, you are confirming that you
understand this Statement and accept the policy on privacy that it sets out. If there is
anything that you are not sure about, you should seek advice from your manager or
Member Services (for Councillors).

If you manage employees or support Councillors it is your responsibility to make

sure that anyone who uses Council provided ICT resources understands and
accepts this Statement.

Your Privacy When Using Council ICT Resources

Your personal privacy cannot be guaranteed when you use Council ICT resources.
This applies whether your activities are personal or professional. The Council
accepts no liability for any consequences if you choose to input information for
personal activities.”> Any personal use of Council ICT resources is at your own risk.
You are advised to treat Council ICT resources with the same caution that you
would use on an unsecured public PC, such as in an Internet Café.

By default your activities will not be actively individually monitored. This includes the
content of emails. But you should note the following:

ICTS may intervene to address problems with Council ICT resources. Depending on
the nature of the problem it may be impossible to avoid information being seen.

Anti-virus software scans every file you open on your PC. These could include

personal emails, and any attachments in emails

Emails going in and out of the Council are scanned by automated systems to detect
the message (including its contents) may be inspected by authorised ICTS

% Personal information you supply for Council operational purposes (e.g. HR information needed for your
employment) will be stored and used in accordance with the Data Protection Act.
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d) staff in the first instance and the possibly other authorised individuals, depending on
the nature of the material.
e) In exceptional circumstances, such as suspected illegal activity or severe breaches

of discipline, monitoring of an individual's activities (including access to the content
of documents, emails and other electronic files) may be authorised by a Strategic
Director or Assistant Director of the Council. Data from monitoring will be collected
by ICTS and only made available to an independent investigating officer, until it has
been established that there is a case to answer.

f) You should always remember that email is insecure by its nature. This is true for
email within the Council® as well as out on the Internet. If you wish to communicate
sensitive or personal information to someone else in the Council® you are strongly
advised to speak face-to-face or use some other more private means, if possible.
Your personal privacy in emails cannot be guaranteed even when sent and received
within the Council. The Council will accept no liability for disclosure of any personal
information you choose to put in an email, even if the email is not sent outside the
Council.

Q) You are advised not to use your Council email address for personal commercial
transactions (such as online shopping). Information about your transactions may
become accessible to other Council employees. If you use your Council email
address, you do so at your own risk.

h) If you use Council email for moderate social communications, be aware that you
might be making information about your relatives or friends accessible to other
Council employees.

i) Emails cannot be sent anonymously, whether inside or outside the Council. They
are always traceable to the sender’s email address and to the logonid used.

i) If you delete an email from your Inbox or other folders in Outlook, a copy may still
exist in archives or system backups. This may also be true of emails that are moved
automatically from your Inbox based on dates.?® Even though you cannot see these
copies, they are still subject to Freedom of Information, Data Protection and other
legal obligations, and ICTS may be asked to recover them for inspection or
disclosure.

k) You must not save any personal data to Council devices. Doing this may make the
Council liable for Data Protection, Freedom of Information or other statutory
obligations relating to your data.

** “Within the Council” means any email addresses ending “@wolverhampton.gov.uk” or
“@wolverhampton.gsi.gov.uk™. For these purposes, Wolverhampton Homes, West Midlands Pension Fund,
and Trade Union branch officers should also be assumed to be within the Council.

z E.g. HR, Payroll, Occupational Health, Trade Unions, West Midlands Pension Fund, “whistleblowing”
contacts.

*® Corporate information retention periods are awaiting review. For some business teams in the Council,
retention periods may be specified by law. Retention periods across the Council are overseen by the Corporate
Information Governance Board.
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) Your personal data may be accessible to other staff who know where to look on the
PC and on the Council's network. You are especially vulnerable if you share a PC
with colleagues, even though you have separate logonids. ICT support staff may
also be able to see your data.

m) Do not store your logonids and passwords on your Council PC or smartphone.

n) Do not use the browser's facilities to store personal logonids and passwords, or to
pre-fill online forms.

0) Do not tick options to “keep me logged in” at web sites where you have personal
accounts. These options are often ticked by default when you go to the web sites, so
you may need to un-tick them.

p) When you leave employment by the Council, all data stored in your Council ICT
account (including emails and documents) will be made available to your line
manager and possibly to other Council employees. It is in your interests to ensure
that you delete any data you consider personal.

q) If you are away from the office and an important business issue arises that depends
on information in your Council ICT account (including emails), your manager might
request access to your account to find the information. To reduce the risk of this you
should ensure that you have made appropriate arrangements with your manager for
cover during extended periods of absence.?’

3.3 In addition to the above, any ICT activity may be recorded passively. This is data
that ICT systems routinely accumulate as a by-product of any action or event, in
logs, caches, web histories, browser cookies, most-recently-used lists, search
indexes, audit records, and so on. The corporate ICT infrastructure also logs things
that are happening to maintain performance and diagnose problems.

a) Accumulating this data is automatic on all devices and is not aimed at any individual.

b) In many cases the usefulness of your PC or your software would be seriously
reduced if it were suppressed.

c) In the event of a problem, the logs and other passively-collected data may be
collated and linked to trace the source of the problem. This could result in your
activities being identified.

d) Bills from mobile phone providers are itemised, so there is a record of any use you
might make of mobile phones, smartphones (including Blackberries and Palm
PDAs) and dongles for laptops. This includes data activities such as accessing the
Internet and email services.

* Microsoft Outlook allows you to delegate access to your email to other Council employees, temporarily or
permanently. This offers you a limited amount of control over what the other people can see and do with your
email. If you want to know more about this facility, contact your team’s ICT Coordinator or the ICTS Service
Desk.
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